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Tweet  

Dynamo’s highly available design trades off immediate consistency for high scalability, allowing users to fill their 
shopping carts even during the apocalypse!  

Critical Analysis  

The proposed system is a distributed key-value store for highly available, low-latency access to relatively small data 
objects (< 1MB). It uses replication for fault tolerance and allows customization of the conflict resolution strategy 
employed by client applications. 

• -  Dynamo has been used very successfully in production. One criticism of the design is that many of the 
trade-offs made by the system no longer make sense when operating at a scale smaller than Amazon’s. In 
other words, such a constrained approach many not be necessary for 99% of organizations.  

• -  Dynamo is a bit of a “leaky abstraction”: client applications are often tasked with managing inconsistency 
themselves, and the user experience is not 100% seamless (inconsistencies in the items in the cart, for 
instance – this may lead users to think the website is buggy or unreliable).  

• -  As is the case with many systems in this realm, security is an afterthought (or not thought of at all!). 
DHTs can be susceptible to several different types of attacks. While Amazon can assume a trusted 
environment, sometimes buggy software can act in a manner quite similar to a malicious actor.  

• -  We now know that systems such as Spanner [1] can provide a much richer programming API for its users 
while still being extremely available. One thing that springs to mind while reading this work is whether the 
2007 design still lives on or if new functionality has been added to the system in production since.  

Some open questions:  

1. It would be interesting to know what kind of code ends up being written on client applications. Is there an 
easy-to-use API that makes implementing consistency code easy?  

2. How much of this design is present in the productized DynamoDB service? Is it exactly the same? Amazon 
tends to build internal services that can be switched into public services quickly.  

3. Have there been any major failures of the system or its data model?  

Review Decision  

Accept (+1). This work pioneered many aspects of “eventually consistent” storage frameworks. While there are 
some decisions that are very Amazon-specific, the system solved the problem it set out to tackle very well.  
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